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INTRODUCTION
One of the rising trends in the malware world today is the Global-Threat (GT) or mIRC-based irc bot. The original GT bot exploited mIRC’s powerful scripting language, which includes support for raw socket connections, to create a bot that was easily controllable via IRC. The bot was open source (owing to mIRC's interpreted scripting). Bot packages that are easily downloaded are ready to be deployed after a quick configuration. Given their ease of use and the more recent addition of worm like functionality to exploit Windows flaws and weak security. It comes as no surprise that prevalence of this type of malware is on the rise.

HISTORY & BACKGROUND

IRC is an acronym that stands for Internet Relay Chat. It provides the means by which many people can send chat message to each other over a network in real time. The people who wish to chat to one another run a client on their machine and connect to a central IRC server. The creator of IRC, Jarkko Oikarinen originally designed IRC to have maximum concurrent user base of around 100. Current day IRC usage has hundreds of IRC networks with tens of thousands of users. The IRC protocol was first defined by RFC1459 in 1993. It has since been updated to include RFC2810, RFC2811, RFC2812 and RFC2813, which define IRC architecture, channel management, client and server protocol.

An IRC bot is a non-human client connected to a server, normally residing on one or more IRC channels, that has a list of predefined responses to different events. A bot can be used for all kinds of useful purposes, such as maintaining the parameters associated with a particular channel. Nowadays, the term ‘bot’ is more likely to be used when referring to something that carries out more sinister activities. When these bots are gathered together under the control of a common overseer they are often referred to as a bot-net. IRC is utilised as the communication medium between the overseer and the botnet, sending commands either individually or to all bots under control simultaneously.

Before GT styled backdoors became popular, mIRC was not often used as a control mechanism for a backdoor. This was because the targeted user must actually have mIRC installed and running on their system. This meant that as soon as the victim closed mIRC, that the backdoor control would be lost. The concept also differed slightly, in that the targets were those who already had an existing mIRC client on their system. This client would then be ‘backdoored’ by installing malicious script files. Many IRC worms heavily exploited an original design flaw in mIRC that created downloaded files in the same directory as the program, thus allowing them to overwrite ‘script.ini’, a configuration file that is automatically loaded by mIRC.

This flaw was fixed with the release of mIRC 5.3 (12/1997). Some of these worms did have simple backdoor like control commonly related to IRC functions, such as the ability to join and leave channels as directed. Very few worms implemented more expansive commands, such as the ability run local files. Other IRC clients, such as the popular UNIX client IRCII were also used to interpret scripts with backdoor functionality. One of the events which may have led to IRC being perceived as a more readily useable control medium for backdoors was the release of SubSeven 2.1 in November 1999. It permitted SubSeven servers to be controlled via a bot that was connected to an IRC server. This method of control is typical of many IRC backdoors we see today.

At the end of October 2000 when a compromised user posted a query to a security mailing list complete with a fully functional GT bot, it was obvious by this stage that mIRC was now being delivered onto machines itself, functioning only as the trojan engine.

mIRC FUNCTIONALITY

At the core of each of these bots is the IRC client for Windows, mIRC. The most important feature of mIRC is it’s scripting functionality. This is utilised by each bot to define how it acts and reacts. Inherent to mIRC scripting is the ability to interpret “scripts that react to IRC server events”. These are referred to as ‘remotes’. 

mIRC also has many other scripting capabilities that are utilised by bots. Some of which include file and string manipulation functions, such as regular expressions and tokenizers. There are also timers, which allow commands to be executed repeatedly with a specified delay. When reading mIRC scripts it is worthy to note that variables are prefaced with %. An identifier $ returns the value of a variable, whether it is a mIRC variable such as $null or one a script has created for its own use through the use of an alias. Also worthy of note is the command prefix ‘.’ which forces a command to be executed without displaying any output.

One of the fundamental ways in which mIRC scripts function with regard to events, is related to access levels. Both users and events are given a level. The default access level for users is 1. This assignment facilitates the ability to both restrict/allow different users access to various events. The access level of a user may be specified via configuration file that is loaded by mIRC or can be manipulated once mIRC is running via the commands /auser and /ruser which add or remove a user from the user list.

Arguably the most important event for control for a bot is when the client receives a message. This can be either via a private message, a channel message, or both. This event is labelled ‘TEXT’

The script syntax for reacting to such an event is:

on <level> : TEXT : <pattern> : <messagesource> : <commands>

where
level is the minimum level required to access the event


pattern is the text which will trigger the event


messagesource is where the message originated from (private, channel, or either)

For example, the following events will be triggered when

on * : TEXT : !hello : * : { commands }


the message !hello is received from any source from a user regardless of their level

on 10 :TEXT : !goodbye* : # : { commands }


the message beginning with !goodbye received via a channel from a level 10 (or above) user

These are often broken down even further. In the following example the first line ensures that commands within the first set of braces are only executed if a message is from a level 10 (or above) user. The second line checks the equivalence of the first parameter. 

on 10 :TEXT : * : * : {


if ($1 == !exit) { commands }

}

There are well over 50 events that can be interpreted by mIRC. For example, the CONNECT event is triggered when a connection to an IRC server is made. The INPUT event is triggered when the user presses enter after entering text into a dialog box. The DNS event is triggered when a mIRC initiated DNS query either fails or succeeds. The START or LOAD event is triggered the first time a script file is loaded by mIRC. This event is often used to perform backdoor initialisation. The usage for these events would appear as such.

on * : CONNECT : { commands }

on * : INPUT : { commands }

on * : DNS : { commands }

on * : LOAD : { commands }

To make use of mIRC’s raw sockets functionality, knowledge of only a few simple commands is required. These commands are SOCKOPEN, SOCKCLOSE, SOCKREAD, SOCKWRITE, SOCKLISTEN, SOCKACCEPT and SOCKUDP. Barring SOCKACCEPT, each of these commands has an associated event that can be triggered. The name of the event is the same as that of the command, except for SOCKUDP whose corresponding event is named UDPREAD.

The script syntax for opening a socket can be summarised as:

SOCKOPEN <name> <address> [port]

where
name  is the name of the socket given for identification purposes


address  is the hostname/IP address of the host to connect to


port  is the destination port

The script syntax for writing to a socket can be summarised as:

SOCKWRITE [-nt] <name> <%variable | data>

where
name  is the name of the socket given for identification purposes


%variable  is the name of a variable which holds the data to send


data  is the plain text to send

For example an http download script may contain the following code.

SOCKOPEN httpsock www.aavar.org 80

on * : SOCKOPEN : httpsock : { SOCKWRITE -n $sockname GET / HTTP/1.0 }

The SOCKOPEN event is triggered when a successful connection to www.aavar.org is made. The –n tells SOCKWRITE to append a carriage return/line feed to the end of the data sent. $sockname is a mIRC identifier, in this case it is httpsock.

The SOCKCLOSE event is triggered when the remote host closes the connection. The SOCKLISTEN event is triggered when an inbound connection is made to a port.

The script syntax for closing a socket is:

SOCKCLOSE <name>

where
name  is the name of the socket given for identification purposes

The script syntax for listening on socket can be summarised as:

SOCKLISTEN <name> [port]

where
name  is the name of the socket given for identification purposes


port  is the local port to accept connections to

It is worthwhile to note that the socket identifier <name> can also be referred to by a pattern as used for the TEXT event. If the following command were issued, it would close all sockets that started with the name httpsock. SOCKCLOSE httpsock*

mIRC also allows other operating system interaction such as the ability to execute local files and make both DLL and COM object calls. Though strangely enough, the usual suspects Scripting.FileSystemObject, WScript.Shell never seem to be called upon. DLL calls on the other hand tend to be used with freely available mIRC plugins such as MOO, that provides basic system information.

BOT FUNCTIONALITY

Most GT-styled bots provide differing functionality. Though they all share at least some of the basic functionality of the original, with a few extras. The original had the ability to provide:

· Bounce (BNC): A BNC is a method by which you use a machine other than your own as a gateway to an IRC server. This is not necessarily a malicious activity in itself. Using a BNC enables a user to protect themselves from Denial of Service attacks, as their client IP address would be masked by that of the BNC provider.

· Cloning: A clone is the term given to any connection from the same source over and above the first connection to an IRC server. Clones can be loaded either via open gateways such as BNC and can be used to flood an IRC server/channel.

· Flooding: Whether implemented through the use of mIRC scripting or by calling out to various stand alone ICMP/IGMP/UDP flooders.

· Port Scanning: The ability to test for open ports over a given IP range.

TARGET SYSTEMS & SPREADING METHODS

The target systems for GT bots are Windows based machines, owing to their dependency on mIRC. Whilst the original GT bot did not have the ability to automatically spread to another machine, it used various social engineering methods instead. Often a user would be sent a deviously crafted private message, luring the unsuspecting victim into downloading a malicious executable. Some versions included scripting support for a rudimentary HTTP server that actually permitted the file to be downloaded from an already compromised machine.

This single executable would either be a downloader set to retrieve an installer package or an installer package itself. This stand-alone installer would contain the components necessary for the backdoor. A minimal installer would include a copy of mIRC, a malicious script file probably named mirc.ini and a program to hide the mIRC GUI window from the user. At the more expansive end of the scale, many more files could be included, with multiple scripts, command line utilities, flooders, plugins and various servers for FTP, HTTP or XDCC functionality.

These packages are normally created with freely available installers that allow the components to be silently installed and executed. Those commonly utilised are Setup Factory, Instyler, Install Wizard, PaquetBuilder, GSFx Wizard, NSIS, SFXMaker and RARSFx. Developers of some of these installers are aware that they are being used to deliver malware of this type. In July of this year, the developers of PaquetBuilder and GSfx Wizard created an information page to help those who had been infected with one particular variant.

It is more common today for a bot to include methods for automatically spreading to other machines. The most common method of replication is via the SMB (Server Message Block) protocol. SMB can be used over multiple protocols such as TCP/IP and NetBIOS. It is its application in Windows file sharing where the transfer takes place. This is normally achieved through the use of Sysinternals’ utility PsExec that allows a user to execute any process on a remote system. The presence of weak or easily ‘guessed’ passwords on user accounts allows PsExec to be a viable means of attack in the first place as it requires authentication to be able to function. Additionally, the rise of NT based operating systems such as WindowsXP particularly in the home environment which is fuelling the further rise in prevalence of these bots. Users simply do not have the understanding of what it means to have a ‘bad’ administrative password.

Some lesser-utilised methods include exploiting various trojan protocols such as SubSeven or NetDevil to upload an installer onto a machine. Old exploits such IIS Web Server Folder Traversal (MS00-078) are still employed to great effect. 

ELEMENTS + GOALS

The elements of a GT-bot will differ depending on the desired functionality of the bot. With the deployment of GT-bots, the controller is endeavouring to gain control of a resource. Whether that is diskspace, bandwidth, anonymity or any other tangible benefit an evildoer could see as an advantage. Compromised machines that are part of public warez/pornography distribution networks, named ‘pubstros’ are being ‘administered’ through the use of GT-based bots. The inclusion of a popular FTP server such as Serv-U is often a telltale sign. Alternatively a bot on a compromised machine may be setup to perform more traditional functions such as participating in distributed denial of service attacks or port scanning. In this example, the controller may install precompiled flooders or vulnerability scanners. More often than not, the packages will install clean software and other non-malicious components.

PROBLEMS FACED

With the presence of numerous innocuous elements, vigilance is required by the anti-virus industry to ensure that care is taken when adding detection. The mIRC client is certainly a non-malicious piece of software in its own right. Detection by some AV scanners for mIRC is based purely on filename alone. In fact, the versions of mIRC released within the last two months contain a silent filename sanity check. If the filename of the client is named something other than mirc.exe or similar the program quits without any notification. 

Owing to the open source nature and widely ranging functionality of this particular variety of IRC bot, the number of variants is immense. Categorising the bots is not a simple task: developing a logical naming scheme for these variants of these bots is not really possible either. The open source nature of these bots also enables scripts to be reused, removed, rearranged, added, split and modified in countless ways. There may exist a single package where all scripts are detected, but all with completely different variant names. Various files within the bot package can also have varied 'platform' prefixes, such as Win32, BAT, VBS, REG and IRC.

THE FUTURE

It is quite difficult to quantify how many computers this type of bot has compromised. However, it safe to say that the numbers are certainly on the increase. Microsoft created a knowledge base article entitled “mIRC Trojan-Related Attack Detection and Repair” in September 2000.

The controllers of these botnets seem to be widening the scope of the bot functionality, still evolving it’s usage. With this growing prevalence we might expect to see greater use of script obfuscation much like has been witnessed in the Visual Basic Script realm. The use of these trojans along with a rootkit is a newly emerging trend. This makes manual detection by a user even more difficult.

The delivery of these bots in future may be also be melded with firewall bypass/removal functionality.

CONCLUSION

The prevalence of this type of malware is on the up. With the rise of soft targets and computers connected to the internet at an ever-increasing level of bandwidth, the threat posed by an immeasurable number of botnets from a denial of service point of view is also higher than ever. In order to reduce the risk can be reduced under NT based operating systems, by making sure that all Administrator accounts have ‘secure’ passwords. In conjunction with having up to date signatures for Anti-Virus and the latest patches for Windows will further reduce the risk of being infected by this and other types of malware. The use of a desktop firewall for home users would also be of great use for blocking outbound connections to IRC servers. Hopefully the new version of XP’s Internet Connection Firewall will include an outgoing access control

